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摘  要 
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提出了一种无需参数输入的层次与 k-medoids 混合的聚类方法 PFHK，
针对高维稀疏的 N-Gram 指令序列特征集提出了一种特征加权的
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Abstract 
The proliferation of malware has presented a serious threat to internet security. 
Currently, the most significant line of defense against malware is Anti-Virus (AV) 
software products which mainly use signature-based methods to recognize threats. 
However, malware writers quickly invented counter-measures against traditional 
signature-based methods employing obfuscation techniques such as polymorphism, 
metamorphism and packing to defeat efforts for analyzing the inner mechanisms of 
malware samples.  In the area of internet security, the plan of ―cloud security‖ is 
proposed which focuses on authenticating valid software from a white list, blocking 
invalid software from a black list, and analyzing any unknown software in a 
controlled manner (i.e., the gray list) at the server. However, along with the 
development of the malware industry, the number of file samples in the gray list that 
need to be analyzed on a daily basis is constantly increasing. The development trend 
of malware has motivated many research efforts on intelligent malware analysis, 
where data mining and machine learning techniques are used for malware detection. 
Such techniques have isolated successes in clustering and/or classifying particular sets 
of malware samples, but they have limitations that leave a large room for 
improvement and none of them have been applied in real applications. 
In this dissertation, we investigate and develop advanced data mining methods for 
intelligent malware analysis. Different from earlier studies, our work is based on the 
large and real collection of file samples collected at Kingsoft anti-malware laboratory. 
We first provide an in-depth analysis of the development of malware; then 
systematically investigate and adapt associative classification and ensemble 
classification methods for malware detection; furthermore, we develop novel 
clustering algorithms to account for the characteristics of malware feature 
representations and propose a principled cluster ensemble framework for combining 
individual clustering solutions for malware categorization.  The contributions in the 
dissertation have much important theoretical and practical significance and have been 
incorporated in real anti-malware applications.   















1. We provide an in-depth analysis of the development of malware ; 
2. We provide a comprehensive feature extraction framework that combines four 
techniques for malware feature extraction; 
3. We propose to use associative classifiers with post-processing  techniques 
(including rule pruning, rule ordering and rule selection) to build interpretable 
classifiers for malware detection and develop an effective ensemble 
classification framework to combine heterogeneous base-level classifiers 
derived by different learning methods, using different feature representations 
on dynamic training sets. 
4. To account for the characteristics of malware feature reprenestations, we 
propose a hybrid hierarchical clustering algorithm which combines the merits 
of hierarchical clustering and k-medoids algorithms and a weighted subspace 
k-medoids algorithm for malware categorization; 
5. We propose a principled cluster ensemble framework for combining 
individual clustering solutions based on the consensus partition. The domain 
knowledge in the form of sample-level constraints can be naturally 
incorporated in the ensemble framework. 
6. Finally, we evaluate and validate our proposed methods on the large and real 
daily sample collection from Kingsoft anti-malware laboratory. Promising 
experimental results demonstrate the effectiveness and efficiency of our 
proposed methods. Thus, they have been incorporated into Kingsoft 
anti-malware products. 
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